
NS Intern

NS Intern

CISO community Nederland
Dimitri van Zantvliet, Captains Lunch February 1st 2024



NS Intern

NS Intern

Dimitri van Zantvliet

Director of Cybersecurity and 
CISO at Dutch Railways

“There’s a huge asymmetric digital warfare going on, where attackers have 

enormous resources, money, and intelligence. To keep protecting ourselves against 

these attacks, we must also keep evolving. 

We can’t change everything all at once, but just a one percent improvement each 

day is a good start.”

A Necessity for Cybersecurity and -safety

1. Non-lineair increasing threat landscape

2. Asymmetric hybrid threat landscape

3. Exponential Cyber Legislation and Compliance

3 DRIVERS:
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The increase is due to the use of cyber as a 
weapon/pressure tool, the professional-
ization of cybercrime, and compliance 
pressure from legislation and the market.

Cyberthreat

Scale up until the ZeroTrust plateau is 
reached. Then maintain and enhance 
where necessary.

Resources for mitigation

To maintain the risk appetite established by the Executive 
Board, we will need to find a response to the rapidly 
deteriorating threat landscape and the increasing digital 
transition.

“Cybercrime is industrially scalable, resilience not..”
-Dutch Cybersecurity strategy 2022-2028-

New Cyber Strategies:
Centralization of cyber-related 
services
Security as a starting point
Zero Trust Architecture 
Cybersafe culture

POST AVG:
10x growth in resources 
due to backlog, rapidly 
deteriorating threat 
assessment and 
digitization

with current approach:
Manual work doesn't scale
Knowledge deficit in the market
Lack of secure base
Security afterwards too much work

Without a significant change, costs will 
be unbearable. 

Resources without 
paradigm shift

3

Several paradigm shifts are needed
Approach
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Data 
Sovereignty

Cultural & 
Geographic
Sovereignty

Technological 
Sovereignty

Operational
Sovereignty

Control your encryption, 
key management, pki, 
PQC

Legislation, values and 
ethics matching in doing 
business

Techstack agnostic 
solutions, exit strategy

Control and visibility over 
CSP operations 

4 types of sovereignty are needed
Challenge 1
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Director of Cybersecurity and 
CISO at Dutch Railways

“There’s a huge asymmetric digital warfare going on, where attackers have 

enormous resources, money, and intelligence. To keep protecting ourselves against 

these attacks, we must also keep evolving. 

We can’t change everything all at once, but just a one percent improvement each 

day is a good start.”

Manage the supply chain risks
Challenge 2
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Our goal for the CISO 
platform Nederland

Create an ecosystem within 
the cybersecurity domain

Increase cybersecurity maturity within 
the Netherlands

Position cybersecurity 
as boardroom topic 

Faster development of CISOs 
by learning from peers

Stimulate the conversation 
between stakeholders
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